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Abstract: To solve the information security of industrial control system, the safety of industrial Ethernet protocol was
studied deeply, the research status of protocol security protection was reported and the vulnerability of the five-major
protocol was analyzed. Firstly, the architecture of industrial control system and industrial Ethernet protocol was discussed.
Secondly, from the three aspects of external active defense technology, internal passive defense technology and protocol
security improvement, a perfect industrial Ethernet protocol security protection model was put forward, and the main
protection technology was discussed. Finally, the future development direction and research ideas of information security
improvement of industrial Ethernet protocol were pointed out.

Key words: industrial control system, industrial Ethernet protocol, information security, defense technology

FAh R i, W AN MK E TR 1,

1 5I8 o IR B 2 5 B 48.59% . S AR Tk 224
PEB P E I 2025 $20, xR EEERE F0HE BEGEAE (RISD ZEiH#kE 2017 45 H, 4
S 25 R AH AT 9T 0 A T T o Bk Bk BRI A 242 JE T 6 T b R B L A 15 i 117 99 &% L

2 IR 38 T P SOl B T AE Tk R 88 (ICS) i,
T%EJT%H?%%%%Jﬁﬁﬁ%%ﬂiﬂ{ﬁ%l)\ﬂ%%ﬁé@z

o P FAE B2 AL E SN TR RS
ﬁik/)ﬁ'wﬂ,m A 2017 4 5 AR 1031

rfs BHEE: 2017-09-03

FpE, RRRBCE G SRR

RSy ador X IR T N I T
MV LK DA 03 8 e v i) 428 1 2 8 R i s i il i 2 o
1 DM R G Rt 2 WIS B TR B ), P LA

EEWB: HK ARFEIEGEIINH (No.61462060, No.61762060) ; H il 44 BHE iR & 4E BHE HE 41181 (No.16 10RTY A008)
Foundation Items: The National Natural Science Foundation of China (No.61462060, No.61762060), Gansu Science and Technol-
ogy Plan Youth Science and Technology Fund Project (No.1610RJYA008)

2017277-1



.+ 186 ¢ b}

i

38 %

IO A R NS DGR 255 B2 T B (i
1979 4 %A () Modus ¥hi30) . RSt & R 3k 1e
BTV RIBUR, mUAER X S B A T .
LA B 5 i R G IR . B 45 I R G 454k
(R, P IR 22 1 22 4 g LA
2010 fEFE AL Stuxnet §7 HUFR A A F1, g
FIH 4 ANFHIRRE LA 27\ WinCC 41
DAL PCST FEFM LML, AREFH
PROFIBUS Bt Z IAUER N, B & W o 2k
a4k TAEAE 800~1 200 Hz 3 [l 4 128 4 % -
XP LB PEAT S 2 Hz, MR ST Bl i B A% H s
20% B LR, 213 5 & Kk,

ARSI e 3L TV A% R R G0 S Wb LI AR R &5
Ky, JEXF 5 A2 N M DOK R B SLEEAT 55
PEI AT, SRJE AR BB E R . PRl s 4
BRI 2 At 3 ANJ7 T, 4 5E K Tk B
KM 2 Al i, Jfxt E B P R AT 1
ﬁ,ﬁFhﬁ$%IEUKﬂmuhEﬁéﬁﬁm
R T W) R FE 525 o

2 ICS{KRREM

21 T HIRGFRRREH
VAR R GE A 2 Bl A P R GEHLGERR - AR
P ST RERI AN, Tl FZ ) R e m &l 7 A 1

— hgmE @ %T@B % xm

W@

Wi | msx | s | s aEEE /‘MSBJU"‘

........... € DYSE O

e HIMES 2 e iRl i B * i Tl ks !

Ei }Tjﬂiﬁﬁﬁi

-2 - € DENL] O
%_ WAL

: &

Tl ki

WREEEER

SBRE &

TR O

DCS

PR

G

S| 2

PROFIBUS

i sl

!.uﬂ &= ﬂ-ﬁ

B TR H RS R R L

2017277-2



%72 W

W T LR MI P U 1 5 22 i R Sk - 187 -

Prosit S ANZR, Bl ws )= CGF 12D, 3l
BHE CGE2 2. dRREZE G 3 2. £
HMES B G4, WERHE G552, I
Wk es 2 R BAR R VO 59, ARRACR . T
an SR ILAL LI B . B 2 BT Bl R AR i
e, A PLC A HMI %53 % . IR Z AT
FREeAE . MERFTEY, (5 RAMET R, A4 1Tk
PC Bl HMI 2%, A= p= 4 2 30 BR 30 i Bl 5
L PRME . AR, 8 R MES R4
AP B E ST T SR g SR T e,
Al ERP R 464%,

IR =BTk = 5% NN & PIE vk 5 NP ) o LA
LI A J@ia s, 1T BT K AR A 345 i ek
R, HESh T DAk R s B R, Tz
HRAEINE THERCRE RS HEEEEH R
gt FEAEHI RS LN B LR S 4 D RIER
Bt, METH IR, 2tk B etk gl #%
Tl 19X 28 328 T EH AN W] % E ) IR 3 4 R R B 0] % i
(1 T A, FE % T BA TR LUK I AR R —
RPNl R g, WK 1R, Y8 ES
W SRA IR IR T SRR I R Z(DCS) .
M — 2 5 R R I RO L R 2 ) &R
ZL(FCS), MNANU i 4. o = 2R DY )2t b
KM MaTg Mg, FEEAE =g
Ri4Mk ERP Fl MES B H &%, 4 DCS o FCS %
45 ERP Al MES R4 LG44I i i T 45—

UNIE N
2.2 T RAK MBI R R 4544

M K CF) BRI, Blg %R GeE
G — I B A, Afe e A SCILE IE & X R
FEICE I o R Tl Al # As SE K LUK WY 3 FH 76
Tk FEHI R g, BACH TR R B 2 I B2,
i H RS 5 B R G L, B RRGEE H T )
W RGIER,  [FI BEARAS )7 e %% 72K P E
HOE 955 % N S N1 I 4D O N R 398 2 % 5 i R A 4
SR, HIBLT Modbus TCP. DNP3.
PROFINET. Ethernet/IP. OPC. EPA %5Z Fh T\l
DA P B 130

b DK I E 350 0 4 i LUK M i A % O R
BRSSP M N e o i O D ST 1 P2 2 R 2
fff e PEEAT AR N O, DA TR k. B 2 45 it
T3 A= T DAK WY Bl ST 45 R A28 I 55 B v DA
K W ISR TR A 6 HEL

Modbus/TCP 1} i3UF Modbus itk A\ TCP i,
& OSLIB(E SRR 7 J2 110N H 2 S A 4t
W AEF 502 dig 1, RAERMN B e
FRUECUK M 1 £, AT 300 4~ Modbus Fe7¥ 1%
T, NHBCATZ, CEECh T PUK M FRAE
(1) Bk & 5 S br it

Ethernet/IP P iSUAE N H JZ K H CIP Bhil, #%
3R 4 SE L SE I VO I8, A E 43K FH Ak s i
WA, CIP #p i AT LLYE & ControlNet (B

(OSI?}%&E&J I FRiE LA M I Modbus/TCP I

Ethernet/IP I Profinet )

- TN
TIPE
MH)ZE HTSTIEI\AII):;:\ Modbus R AR T I
’ B | RF | SR
CIp
dis % % % %
TCP YA
2= TCP/UDP TCP/UDP UDP TCP/UDP
i SRT | | TRT
& 4
HRRER 2 CSMA/CD CSMA/CD U/SC"‘I‘SA CAN | CTDMA CSMA/CD
N s - N . s . PN =
75 1= DI B PAK DI B CEBASICER)
[ TE M43 I LM% ]

B2 3 A D LUK P Sl i & 4514

2017277-3



+ 188 ¢ ST =S

38 %

HZEKH CAN i) W% Hl DeviceNet(HE i 2
K CTDMA 3330 X 25 (1) 3 FH 2 5 3 Ff ) 2% 4y =2
AHTR] N F R G e, ] BAAE 3 28 19 2 v S B R 4
BUH .

Profinet 7£ N JZ i H].COM. OPC. XML %54
Ko MEHIMNERT R, R, HBE. L
A S Hs R AR LUK I AZ LR ], (R A%
A S I ) 7 A R e £ ASIC B RS He L1
o U RSN B AR AT SCIN TR, KA
SN EA o SR TE 23 R ARSI A SRT AR I (]
APIHIE IRT. IRT @3 LAfi#pe Lt SRT 38 18 5 i 4
SR T IR B A ) A

3 TArBAKMiBEsstE 5 4

Hr, T D H RS W <Py, FEK
3 TEC62443 bk b4 H (R B 1 22 4 Semg 7, 4%
T A SRS O B T RGBT, ToVEHRA Tk
TIPS A G a9 Pt R A . ICS R&E i
M OF e 4 1T RN MWW, w2
Modbus/Tcp. DNP3. Profinet. Ethernet/IP. HSE,
EPA 55 LMV LUK MRS S 7 % S e B il
B2 A BTk LEEERKZESR, Bl
(BB A AR R®, 1CS IS m I 1 32 2 22 42 X
oA KR PMSCEE W1 SR, = AR,
AEAERTGIWT D2 . Bk, HIRAS RN Bl ) 2k UG
DU R A SRR B 5 ok )2 05 Bl D BOR
WY P SCEAT I 559 1 234 o
3.1 Modbus ¥ AESS 145

Modbus 5 i H #i £7 £ i Modbus/RTU .
Modbus/ASC II.Modbus +F1 Modbus/TCP 4 54,

Modbus/TCP
&L

Modbus/TCP
EFH2

< <

Kl 3 s A — % Modbus PMSGE S S5 R & & .
e Aﬁ&)ﬂﬂﬂ'%ﬁ%ﬂ@ﬁﬁﬁ Modbus/TCP, fij
7E%> PLC #2857 R A& M LR & 2 M i
4T Modbus 133 .

SCHR[9]4E H Modbus/TCP Wik = & M,
Brki #% v LR EAE v et , Bl o, s
Bl SCHR[10145H Modbus/TCP Wk = 424>
e, SRR dEE . T X i
SCHR[11]4E Modbus/TCP il {5 ARG HEN BRI,
F3 Modbus/TCP fF IR . SCHR[ 12145 T 5%
Modbus H47HMUF Modbus /TCP i) FE X d:,
g5 T AN B A 8 . AR R SR % R i
zﬁﬁ Sk, 21 F99H Modbus B EEAAELLF
LAY .

1 Modbus/TCP 4 £ ZEiFRE
i SCHR
I SCHR[9,10]
E SCHR[10]
i SCHR[12]
QIELTE SCHR[11,12]
Yt i SCHR[11,12]
i E S SCHR[10,11]

3.2 Ethernet/IP 1Y BE55 14 5 4

Ethernet/IP &S LUK RS, W H 2 A dE
CIP thill, #5752 LAKM IR . k(1317 H
Ethernet/IP #3130 fif = I ()R 0 25 #4F,  e St
Ethernet/IP WpiU kSR 40 il 25 Mok o SCHR[ 14730 1
SNORT AAfZAGMIEA, #0il%] Ethernet/IP £ (£ 4y
Pr SRR ) N By, Bk4h, BT UDP 2 B

Modbus B4T
&R

>

&

( Modbus/TCP

Modbus/TCP
B 5452

Modbus/TCP
i &g 0

Modbus 847
MRgraa1

\\§

Modbus 847
MRs5 382

3 g8 Modbus B3I fs 45 F4 7<

2017277-4



%72 W

TS T DR EMSUNE TS T 5 2 B i B R gk <189«

Ethernet/IP & JCIEFENT, KIEA WAER ML EHL
IR ARUE AT SRk 5 1k a4 T A e ds AR A
BH CIP Mhl 242 CIP safety!™, it inA
ST [ B L ) ok i ) o s ek, 184 0 A P 2 A 56 1
ol 0k, B A WS A I . Bz AE, )
FEAF A8 O 385 500 Moty AR i) N et 45 22 4 il
Ethernet/IP #pi3¥) 3= B A W3R 2 Fiow.

=2 Ethernet/IP i £ EiFHRE
e SCHR[13, 15]
AIE HR[14, 15]
iR SCHR[15]
R4S SCHR[11, 15]

3.3 Profinet Y A& 5 4

Profinet = M S0E i L= AR FF 2 AN
YT RL, 2 Profibus PRMCEE LUK EII9RE . SCHR[16]
i} Peach BOMIMIAZS, Kk Ohid %, ff
Ao A PATHNIRTE S, $8H Profinet VhBU/E{EX
W SCER[171UEW] 756 Profinetio 5 sl AT
U MR RS rTREM, I S2 R 2 AT #e i 4%
T BEE I TR B, Bulkag vl s,
IR A\ BB HLARES . Profinet P
WEBAAERZ IR N IE =2z a0, U
A Profinet J2& SIS LK BN, - [FIFEZ 52552 LUK R )
BRI .
3.4 OPC il BEss R

OPC(OLE for process control) M SEBx Jg
Bheb Al E A, R C/S Bk Bl (5 5 4% R gt
— b S A SR TC SIS . K A R 4
— [ 7 O AR R e BEAT AR, B E I
RIRE] o

BOFT OPC Ml OPC-UAM™, Zyuii i
ThRUE AR, Rl AR BRI D) REF AR
A AR ORI JE I 56 R R 2 o SCHR[19]8F
9% T OPC-UA ¥4z 4 o 3l A 28 Bp i3 Air 1
B, RILT —SCE 0 iSO L% P R0 B 47 56 00F S 1 1)
Yrihie SCHR[20]M OPC-UA [N [ (1) M 48 3135 22 42
WE e mE R, BT OPC BKA2e4)
W, FRH OPC RSS2 AN 7 v A7 (R 90 4 i 55 s
FAr ] N X o SCHR2 1ER A 08T Windows &
i, .COM. MTS/COM+% 4= ML 3EAt -, F5H
OPC J&T Windows R4E, FHL A EE 250

OPC ‘%4, WAt Fi il DCOM 5 RPC # A, OPC
R A2 BRI I 2. Rt OPC 5 HAh Tk
DA L2 A AF AR IR 22 57 - OPC Pl = 247
FELL R 24, sk 3 s

%3 OPC Wi EEiFH
i SCHR
I CHR[10, 19]
NIE SCHR[19]
SEAEE SCHR[10, 19]
DOS SCHR[20]
EIN CHR[21]

3.5 DNP3 thisAEss o4

DNP3 &3¢ [H IEEE H /) TR (PES) &
(5% [ 1 K T3 5 AR . DNP3 H Rij 77 76 5 il
242 A DNP3-Sect M DNP3-SAv5™, #i# il &
R e AN, 5 N R e A . R
PR AR THIAE S s PR sedgtk
BN, e RIS gl . 3¢
HR[25]18 F] SCAPY [i] DNP3 I 15 55 i & % K&y
TR RCHE 23 4, BAiE T DNP3 P SUF7 78 B B 04
T ROR R 9t 45 22 4 i . SCHR[26]7E 4 DNP3
PR H B 555 b Al ] % e ik 3 e b AT B8
R o W 23 AT RS 3% R 2 A7 ALE T ) A (MITM)
Biiti o SCHR[271 I &% KA IR B, J1&ED
WO ZE PP X i Y, e P EURSS Feit. @k Bk
SCHERPT BAU 44 DNP3 B il 3= A7 76 LLE Boah )
He PRI R ST SRR FEA RS
SEPPIX v o

IS Bl UK MBS 2 A P e L
4R, A 4 TTH, ST U IR AT
PERIATSEME G TR, XU, TR
Gifi B AL SE IT RGf5 B e AW hnE Fal
FMERIATSESE o JLUON T AT 2 A RO T
AU N T g e . KU DNP3 B LR
XE B2 A1 5 IUEEAS g otk AR A T 2 A it
B2 2o tf 5 P21 0] DNP3 B3 2 AR AT
SRAFAEIRA, LAt OPC Wpislze 4= PE i BE A ML
ARG A, R4, “O7 LR, “ X7 FRA
AL o

4 TAPEAKM il = BriFH AR
PUAR T A2 1) 28 8 K iR P b UK R

2017277-5



190 - S e o 38 4
%4 5 Fh ol UK W i B R & 1 REXT tE

il CipiEhis AEEE SEHENE PRI AN HRA LA ARGRWRIEL
Modbus/TCP O @] X X X X X
Ethernet/IP O O O X X O X
Profinet O O X X X X X
OPC O O O X X O O
DNP3 O O O O O O X

W IR % . T IOK Rk T 155 LUK R
Maggte, [mIn SCRAT ESCHe IR 2w, P
PR B AL SE ) LUK R 22 a2 5, Wk VPN
ARG P21 190 Jall 53 g 3 M T 1) AR S5 I 90 A 5
I 7195 SKHS QoS HAPRAE S I £l (1 5 s K H
UES /X O SRR RESE, DA evA i 2 IR T
FEHRARZMN L AR,

ARSCER XS AP LUK E SR e g5 1, AR E
BB BB B BT 2 4t 3 4>
JITE s B SERE T LUK M iS22 4 B 4 iR,
Wk 4 P, iz L e G 3 AN RIRIbE:
1) BHESHMBIE N2 2D Kl Py s 8t S s«
3) INE P A S LA, MR RRYEZN TR, R
25 MV LK P s B 4P SR IO ST E o
4.1 ET RSB EBBIIF A

TP R R B AR R GANERIN, EBHA
SN SE VE 2 AR WAR AR EHAR | IDS
5 IPS. PhiUERE. PO s B4
4.1.1 WX R B R

W Tk FEh =g “Ampid” wRl,
T 2 AR S5 Ml 8 38 2 DA [ PR R b 42 1) 3R

GE R 2 A U D e A A I T . ALY
TNER BT AR 2R, 5 2250 W AR F A P 0 P ik
20 e RGBS B R o A e A
DAE 1P AN T i A | o A S SVl P - A G
FHIRIC) . ZAMRMEIX S, SCER[28] M\ Tlkid
B BOR AT R M Bk, e T8
SCADA RSMMPELT AR FE N 2 MO
AT, o DX R Ay R0 2 A e Wi, R
T 5T Modbus/TCP ¥ LI IR ¢ 4= Bl AR 7Y
SCHR[2917E 20 BT D S0 I 28 43 X AR A0 it |, 7
BT ST N IE I BN 7 KB AR . FE TP )
PR HAR 2R BENS B RHRE E P AT 2 2B 9
X T4 i) 3 G0 HE AR B D BR3P 1) R — P S B
IR SVl

BT U R B AR 55 T WSy i
PIZE Ry i g, 4R s A AR e A
FeAR . SCHR[30THE H — ol DX 338 17 4 1) A i i i —
PR AR PRS2 4> o SCHR[4] 45 T4
T ] P A A505 1R T B 380875 < 335 R IR 8% o 25 7 i
WHE: =F P +“30Trust FWS”, #F K44V “ Guard”,
JFEHERRE “HC-ISG”, NZEK Tofino B ki, SCHR[31]

A AN EFH B HE AR PR3 2l B A AR P S HkEIRE
YN R
il Ky BERE M A
B PEAE BEINIE £l
— — — —
N Y —
YR 3L B o TN
g K B HiZ
| R —— \ ) WE
- e it B 3
2| e e e
x - S =) AIE
— =] — ] 1 AL
[CE i H 4 FH 4 4 REZ
-
TN Y B —
bR ] Bl — il e P
w || e Yot A Uk
— \ )
RE -

(SRR AP YN s TE it

2017277-6



%72 W

TS T DR EMSUNE TS T 5 2 B i B R gk <191+

FEBCTIANAE A2 bl T8 VR e il
PIREE B TR 2, PRAR 24 XU
412 X IDS & IPS

NI K 248 IDS 5 NAR Pl R 45 TIPS - ERK
MRS UCEC I 732, WA R () B 73 4 dE AT 4
fE. IDS JFERAE RS, BRI KRGV E, IPS
FRIBAE RS, B 754t TIPS AR RA B o ,
Retp BB E T B . SCER[32]4 7 T 24 T Modbus
PN DNP3 IS0 S 888 0 I AR AN R 458
REMGHUIEEE XS 2 WS i) s O it i o SCHR[33]
P T —F T Snort ) Modbus/TCP P NIZ 45
WT7VE, BRI B s & s . SCIR[34]2718 T
TSI RGN T VE, HRNBEE Ik A2
T AT A AR B A WA A TR PR B EAT 43
PTXT LG o 75 B0 B AR A I AA ] LRSI 535
ANRERS ) ¥ RAWE IEH
4.1.3 iR EH

B T T AU A% P T D IR Bl U A R
MHEAT, NILE RGP 2% . ICS Security
Work Space KA ffi L7411 S7-300PLC 5 145 &4t
5 UL Modbus PhSGEATAE A M &L, il
L% RG R AHRY 1P, F DRI T4 R4t
(IR SCHR[35] R 2 BER AR BT 0ot 2 Tl 42
TR Bl B o SCHR[36]45 A Honeyd % G
I Matlab/Simulink, 48T H 44 P —H 0 &4k Tid
ey R G E A, I8 H Python AT RS
RECHBTIER . SCHR[37])7E T Conpot % 4 H & H]
TR B S RS ARSI Ty

414 WHIBURIREIE

R AR Mk DA P B SCIR , IF K IR B8 B
AT PR B R 1) E AL 4 . CNVD,
CVE. ICS-CERT. H1[H [H %5 H %A=V &
SRS 23 SEI R AT BOHTIRI , ALFEE X ML
Bkl s Al AT DA B T P SR 41 4 15
B RAS I BRI o ] P4 0 AR R A 2 A 4
IR 1CSScan. Ji WAL 0 R s I
%4, Scada Strange Love 2% JF & [f] PLCScan.
HR [38] T A H 5 T ASORI I X 119 1245 2 4 i V42 4
MU, BRIh#R 2 HR IR SCHR[39IEFFT— Rl 2 Xtk
TR TTVE, JEEPETT T PLC REGEATHH, JF
WOAIE T A% 7 AT Rk . SCIHR[401%E T Peach LU
Modbus/TCP A, HEATHOR 2 MK, S 45
FWIFICIA) 2 A 03 BT D510 nT LA s 2 4 U U I«

FEF OSSR E S BT RAR M R LU gk S
B, Horh S RER AR 5 I T 5 B R 3 R
U ey FEE R 425 90 10 AR P8 %o B0 9 YR s VA B
P, A EBGY ARG, MHEG AR K
BEAR AR GENS BB RE UM, (HIEAr(E
TR R R4 A K R
4.2 BT LB AEBIE SIBAIA A

WS B AR 2 B ) 2 AN RGN
N, TAELREUWBIBIRA, GRS, 55
e SR EEE . BRI P e A P R AR
4.2.1 REHAAEN

R R AR T Z N T EE ., ¥
W Ao M rp, o2 0 B SR I A

%5 SNERE FBA AR BE LLER

SCHR SCRFHMY iy B DIEFESZN e SRR
SCHR[28] Modbus TCP PR Hd TR Gy M AR 3 245 E R 1 By
SCHR29] ICS PR A7 R h RO B I E e
SCHR[30] ICS PR Bl —HeAE o B B A
SCHR[31] ICS HERBHE F144 5 el R, AR, Dy it
SCHR[32] DNP3/ Modbus NI AR i He AR R b AR g B s
SCHR[33] Modbus TCP NI L CHIN o i B AR, AR, SRR
SCHR[35] ICS i Conpot 1%
SCHR[36] ICS ol Honeyd {iS TCVESEBRBIA, A BEEAT A AT IRE
SCHR[3T] ICS i Conpot 1%
SCHR38] Modbus TCP IRl Fuzzing {(i8
SCHR[39] Modbus TCP b/ pa T Fuzzing & ANREHZYI MYt AAE R
CHR[40] Modbus TCP IRl Fuzzing {(i8

2017277-7



© 192« ST =S

38 %

RO 5 v o RBE Sy SRS B AR AT 43k 3 28 T
REAE MO EAR s N M OGR B AR 4T 8
R AR
422 #AIPE

ATV A ICS R W 45 22 4> 48 DGk 11
MBS, AT ICS RGEKVE, vl & ik
LRI HT 1ICS ARG PMAT Ay, LIS 2 5 A A5
X ICS RS AT BE B iTi o 22 A VP S AL T TH 7]
AN AR G 22 A0k vk, Wi s Fros.

Lsermiten | | sersa | | e | | erdmn |
EERE SR ES

SCHR[41T4 T Pk T B U ) 1 1) L%
BN 2 VP 5, IR B,
SEEUZ S AT R, A ANTT 54T
BRIl . (HRE ISR IEAE T, AT R
NGRS, 7 5 3 SO KRR o SCHR[42]
T T S RN R GRS AT A, eI
BHXT DNP3 iU IR 28 Brddi . SCRR[43 [ X
e ICS BRMAEIER GO0 AR H DL N M2 2
B IR, PIRASHE O 2 8 2 1R
RERIE BN BOE AR, il A%, RER I DOS.
ARG, HREE ISR T IR R AR
HRT WAE I BEE o« SCHR[44]13E 1 U SRR S
ANTE B R AL AR B 3%, BEVE Y P e b b
R APl 1 22 AR 7 A SR ML SCHR[4519%
7 AaE AT AR AN SR G A 2 4
Aiti 75 & R IS 22 A DAt R 0 s ANER N s B B 2
a2, T OPC P )2 APl H
s IR R AN 2 (VSRS G L, P EOR
GMIATELT . R 6 X EIRSCHRTR IR 2 429
FEIEHAT R EE 73 AT o

4.3 il R Lo

HHIT, AR ERCs A et 28 s 8o
S, —MOURE R B S, P T LU
S 1 IR 7" S B e (1 A W (L7 o L S
U SCRBL U A, EE 3 RO Tk BERR
I 1 RN A A B 0 . s 6 BrR.

- S
WA
/ Gk
B e e —
E& i& 7:7‘12% BERFT IHATY
% |
"L o

K6 Pl it ik

4.3.1 4R

TERR N 7 2, B AT RS T I Ab 2,
I8 H I RUG TR, -l eikeg b DU% S oqE
i, B 0% [ B4 AU A5 2 R, 7 1 B 6 TR A
HEEAT 04T o AR BERK I 2 1Rl b o 25 3 BURE i 11
TN e SCHER[46]5 PRI 45 1) Al TG 2k M9 22
AU, T8I SRS T RE) nTESLA 2242 4%
JIE RN T R ST 2 A AR R A R R 2 A ) %
AR . SCBR[ATIEE XA [0 A5 AR 45 I e 7 K
f i — F MAC-SEC )% & Hlhl, s T
hop-by-hop 1% 41815 . SCRk[48]#¢ H 5T ECC I
FARTIVERBLR], S 528 Wt B g 1
2 B R A TAGE R i) 425 11
432 B

W RINE R AN S AR R, B
SCAEAZ B TP AR 2 TF L 3 — AN AN [ ) % A 8
T . SCRR[4914 HE T BITW(bump in the wire)ff# £k
77 %—YASIR(yet another security retrofit), HfFtiAl
R 22 RS WU A A kg B s AR T B A 56 R P 42
42554 0 80 bit 1] HMAC J5¥2:, B ik 58 = s 55 4%
(R FE— I SC—3 S WG . SCHER[S0)4e 1 26 T3F

%6 IR £ T A R LA
SCHR STRERIY GREESZN PP RCR JRIBR
SCHR[41] Modbus TCP Bt ey TN BRAG RGN, S B R RR R
SCHR[42] DNP3 HLPSL i & e LSR5 2INS
SCHR[30] ICS ARAHE ey TR AR AR IR T BE 0 e
SCHR[31] ICS ISR R A ey RIS FRAER S 52 SR DRSS
SCHR45] Modbus TCP Hh i) £ jlis RIS, FERLEMAHEIT A

2017277-8



%72 W

TS T DR EMSUNE TS T 5 2 B i B R gk ©193 «

B SN AL () Predictive YASIR HLiHI, fifrdt
g8 Tl N 45 (1 2 A 8dE, R SO BV
DI RAAIESEIR o SCHR[S1]8 HH —Fhicdk i) BITW
TN T %o I AEREANT s BN A R R, SEIE
15 %4 o AR AU BLR A3 21 R % R A JE LA SC
TE A, DA A R 1 AUREAS B ] b B B A
§S WS U1 S Uy s el O | B T s T K (= |
95 1 -
433 HF|5% A E

i 1) g sy 5K, At R v R AR 2% DL S
TWAAAE, Ao TEUEHtE . SCEk[s2)4eH T —
Tl . BRI T NTRU A nas 50, Seil
T SCADA Z 4t 2|0 (¥ 2 A Af 4. SCHR[S3]4 H
T 2 MRy SCADA JBAF % 4. 1) FJH SSL.
TLS % IPsec SEAMHINZ WY SCADA Hhill, 1H
SRRV K A R B R 122 4 2) FIAGLE.
I SRR At B (1 22 4, PRUF(SIE %4

ity )ity N6 55 4T SN L BERR I A B, SEER
LG NN Ty o AH 125 15 5 B0 ity 19 50 I8
(PN fiAR 2 e A SR S 2 A Tl g, FAARR T SR A T
STk, BN TREAR A . VEANIGPERE LR LR 7,

5 ZRiE

PEBER ST R RGN A RE, A Tk
KEHE =6 B, TIRERIRZERE R
LA R RG I YKT e R R G
SHEFL AR UK REIH AR S SCRR[54~611 50 45 F fiE
HL A L2 A Tl PR B A e ey AR
SREE A, IR R MK . . i
FEL S B HOAE UL, I A R AN R T F 1 £
IB4T o SCHR[62]X 4 HE HL 194 T s PR 4 S gt — 20

TP EVIAL AL FE R 2 T L L Bodls s BRI AA LS R
BYHL 3 B SCHR[63~68 TR IR I . 220 Bahh 4%
BORGRSHL r R B I B A PE A S e IR
FURWIE TR, 5 2 2 AR I L B2
E OO e ot I R 38

1) AR T W0 131K A58 3 20 5 AR P 4 3
B35 A g ARATY R 2 TP R G L e R il 3=
LBl DM LURK PR 5 24k, K25
J T o 28455 S 22 4 (R AR A FRAIE

2) AERJETT 1) b, FE TS ) S e R
BT 5, R U e et 1 1 B R Ty
EPEE T | 4713985 a7 w7 B i = R oy T Y
RAE PSR — NI . o n e T LI N
KRB I TR AR T 2T AR H

3) AEWTFUE L, AR TS Al T E W
WEgEat e, KR T A TS ok ORI Bl
SOy R OTTMEAR R A . R DR A
e Pt KRG A, BRI
S o AKX HERR TR H RTIOBE TGS, B
KWk W e (5 L ACHR L T RN 4558 5, A
BREA AU AR T BRI ML, 7870 X B
BERSE R LS, iR DM ERI R G 24k 2 f
(RPN INE OISR

S

(1] FEE. PEEEE 2025, L2 EZM—/ TV R g
“RAET ] PR R A, 2016(4):44-47.
YUAN S. Made in China 2025, industrial safety can not be ignored -
industrial control system who "anti-control" [J]. China Information
Security, 2016(4):44-47.

21 ZEM, MW, sk, % MEER AR RS R ARD]. E
Bl 5 BFRHE, 2016, 46(8):939.

=7 LR 2B A M RE LR

SCHik SCRFEMY Bl ] SRR SO R
SCHR[46] WLAN BRI Hash-Chain 1I%
SCHR47] ICS Wi Mac i€ BE GO, SN R A
HR[30] ICS BRI ECC (18
SCHR[31] Modbus TCP RiIsy 1 BITW h
SCHR[32] ICS g YASIR el AR Y IR A, A, SIS
SCHR[33] Modbus TCP IR BITW Ly
XCHR[52] ICs S NTRU ] A ‘
- e GEBNE SSL. TLS. IPsec " ST S R IR AR, AR, SRS

2017277-9



194+

WG

1R

38 %

B3]

(4]

(3]

(6]

(7]

(8]

(9]

[10]

(11]

[12]

[13]

[14]

[15]

LUOJ Z, YANG M, LIN Z, et al. Cyberspace security system and key
technologies [J]. Scientia Sinica Information. 2016, 46(8):939.
JEBEEE, BN, RIRKE. DAV R GO R P e i CY/ 4
L L I T i RE VA B 22 R EE 2% 2015.

QU WY, WEI W M, ZHU S R. Research on communication protocol
security of industrial control system[C]//Clients nationwide smart grid
energy management Annual Conference.2015.

VAR, 2, 8% DR 2 e5EAN]. HHIL LIRS
M.H, 2016, 52(13): 8-18.

TAO Y D, LI N, ZENG G S. Review of industrial control systems se-
curity. Computer Engineering and Applications[J]. Computer Engi-
neering and Applications, 2016, 52(13):8-18.

SeRMi. DAV RS RGOSR SR R T R[], R A
HURHE, 2016, 46(8):1003.

CHAI T Y. Research status and development direction of industrial process
control system[J]. Scientia Sinica Information, 2016, 46(8): 1003.

HAY], Xk, EH0, & DG RGE S22 R LR &
B FRLZEEHA, 2013, 4(2):13-18.

XIA CM, LIU T, WANG Z H, et al. Industrial control system security
analysis[J]. Information Security and Technology.2013, 4(2):13-18.
PIGGIN R S H. Development of industrial cyber security standards:
IEC 62443 for SCADA and industrial control system security[C]//
Control and Automation 2013: Uniting Problems and Solutions, IET,
2013:1-6.

W, LW, WS DIEh RS B2 e[, i
KEZEIR F SRR, 2012(10):1396-1408.

PENG Y, JIANG C Q, XIE F, et al. Industrial control system cyber
security research[J]. Tsinghua Univ (Sci&Tech), 2012(10):1396-1408.
SHAHZAD A, LEE M, LEE Y K, et al. Real time MODBUS trans-
missions and cryptography security designs and enhancements of pro-
tocol sensitive information[J]. Symmetry, 2015, 7(3):1176-1210.
NARDONE R, RODRIGUEZ R J, MARRONE S. Formal security
assessment of Modbus protocol[C]/Internet Technology and Secured
Transactions. 2017.

KOBAYASHI T H, JR A B B, MEDEIROS J P S, et al. Analysis of
malicious Traffic in Modbus/TCP Communications[C]//International
Workshop on Critical Information Infrastructures Security. Springer
Berlin Heidelberg, 2008:200-210.

HUITSING P, CHANDIA R, PAPA M, et al. Attack taxonomies for the
Modbus protocols[J]. International Journal of Critical Infrastructure
Protection, 2008, 1(1):37-44.

GRANDGENETT R, GANDHI R, MAHDNEY W. Exploitation of
Allen Bradley's implementation of Ethernet/IP for denial of service
against industrial control systems[C]//9th International Conference on
Cyber Warfare and Security 2014:58-65.

LAUGHTER S A, WILLIAMS R D. An Ethernet/IP security review
with intrusion detection applications[J]. Science, 2006, 105(2731):475-6.
PMER. CIP Safety W£& HMSGIAR 2 PR EBAR M7 HT[T]. AXLERAX
FARHEAL L 1, 2014(4):28-30.

SUN X, Analysis of the key technology for communication layer
protocol in CIP safety and Metrology, 2014(4): 28-30.

[16]

[17]

(18]

[19]

[20]

[21]

[22

(23]

[24]

(23]

[26]

[27]

[28

[29]

[30]

(311

2017277-10

ZHANG D, WANG J, ZHANG H. Peach improvement on PROFI-
NET-DCP for industrial control system vulnerability detection[C]//
International Conference on Electrical, Computer Engineering and
Electronics. 2015.

AKERBERG J, BIORKMAN M. Exploring security in PROFINET
IO[C]//Computer Software and Applications Conference, 2009.
COMPSAC '09. IEEE International. 2009:406-412.

LEHNHOFF S, ROHJANS S, USLAR M, et al. OPC unified archi-
tecture: a service-oriented architecture for smart grids[C]// Internation-
al Workshop on Software Engineering for the Smart Grid. 2012: 1-7.
PUYS M, POTET M L, LAFOURCADE P. Formal analysis of securi-
ty properties on the OPC-UA SCADA protocol[C]//International Con-
ference on Computer Safety, Reliability, and Security. Springer Inter-
national Publishing, 2016:67-75.

HUANG R, FENG L, PAN D. Research on OPC UA security[C]//
Industrial Electronics and Applications. 2010:1439-1444.

QIAO J X. Research on OPC security mechanism based on
MTS/COM-+[J]. Computer Technology & Development, 2007.
BAGARIA S, PRABHAKAR S B, SAQUIB Z. Flexi-DNP3: flexible
distributed network protocol version 3 (DNP3) for SCADA securi-
ty[C]/International Conference on Recent Trends in Information Sys-
tems. 2012:293-296.

MAJDALAWIEH M, PARISIPRESICCE F, WIJESEKERA D.
DNPSec: distributed network protocol version 3 (DNP3) security
framework[M]. Advances in Computer, Information, and Systems
Sciences, and Engineering. 2007:227-234.

CRAIN J A, BRATUS S. Bolt-on security extensions for industrial
control system protocols: A case study of DNP3 SAv5[J]. IEEE Secu-
rity & Privacy Magazine, 2015, 13(3):74-79.

IAN Y X. Real-time and interactive attacks on DNP3 critical infra-
structure using Scapy[C]//Australasian Information Security Confe-
rence (ACSW-AISC). 2015.

DARWISH I, IGBE O, SAADAWI T. Vulnerability assessment and
experimentation of Smart Grid DNP3[J]. Journal of Cyber Security,
2016, 5(1):23-54.

JIN D, NICOL D M, YAN G. An event buffer flooding attack in DNP3
controlled SCADA 2011:
2619-2631.

siEE L, RSCR, 0 ,AE. T I SO ) Modbus TCP 11
AP, ST RS ¥t 2014, 35(11):3701-3707.
ZHANG S S, SHANG W L, WAN M, et al. Security defense module

systems[C]//Simulation ~ Conference.

of Modbus TCP communication based on region/enclave rules[J].
Computer Engineering and Design, 2014, 35(11):3701-3707.

KATO W M I, KOIKE M, MATTA M. Dynamic zoning based on
situational activities for ICS security[C]//The 10th Asian Control
Conference(ASCC). 2015:1-5.

JEON B S, NA J C.A study of cyber security policy in industrial con-
trol system using data diodes[C]//The 18th International Conference
on Advanced Communication Technology (ICACT). 2016: 314-317.
ICS-CERT. Targeted cyber intrusion detection and mitigation strate-
gies[R]. Washington: DHS, 2013-02.



%72 W

W T LR MI P U 1 5 22 i R Sk

°195 -

(32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

FOVINO I N, CARCANO A, MUREL T D L, et al. Modbus/DNP3
State-Based Intrusion Detection System[C]//IEEE International Con-

ference on Advanced Information NETWORKING and Applications.

2010:729-736.

LA, XA, WELH. 25T Snort ) Modbus TCP T4 WU 5
Al b B0, THEHLRR, 2015,42(11):212-216.

JIANG W W, LIU G J, DAI Y W. Design of Modbus TCP industrial

control network protocol abnormal data detection rules based on

snort[J]. Computer Science, 2015,42(11):212-216.

MR, KU, SRR, AE DI E RGN BT LR ],

JEAE 2R, 2017, 38(2):143-156.

LAIY X, LIU Z H, CAI X T, et al. Research on intrusion detection of

industrial control system[J]. Journal on Communications,2017, 38(2):
143-156.

WILHIOT K. Who’s really attacking your ICS equipment [R].Silicon

Valley: Trend Micro Incorporated, 2013.

JEE, —FPdET Honeyd i Reda bl i R LM & #5 2 W 5X[D].
PR AR T K2, 2014,

ZHOU K. A honeypot process control system platform based on ho-

neyd[D]. Shanghai: East China University of Science and Technology,

2014.

PONOMAREV S, ATKISON T. Industrial control system network

intrusion detection by telemetry analysis[J]. IEEE Transactions on

Dependable and Secure Computing, 2016, 13(2): 252-260.

TRA. LERERIHZEEARDID]. Jugt: JsthiiRa, 2015.

YU C Q. The Study of Industrial Control System Device Vulnerability

Discovery[D]. Beijing: Beijing University of Posts and Telecommuni-

cations, 2015.

TR, THEREERI B BTFUD]. b b 50ls ok,

2015.

WANG H H. Research on vulnerability scanning technology of indus-

trial control system[D]. Beijing University of Posts and Telecommu-

nications, 2015.

PR, SRR, WHE,%5. ZE T Peach A DMAEHI M5 HSL 242 55
FIRIFELI]. R ZE 2R A ARBIAERR. 2017,57(1): 50-54.

YIS W, ZHANG C B, XIE F, et al. Security analysis of industrial con-

trol network protocols based on Peach[J]. J Tsinghua Univ (Sci &

Technol), 2017, 57(1):50-54.

CHEUNG S, DUTERTRE B, FONG M, et al. Using model-based

intrusion detection for SCADA networks[C]//The Scada Security
Scientific Symposium.2016.

FOVINO I N, CARCANO A, MUREL T D L, et al. Modbus/DNP3

state-based intrusion detection system[J]. Advanced Information Net-

working and Applications.2010:729-736.

YANG D Y, USYNIN A, HINES J W, Anomaly-based intrusion detec-

tion for SCADA systems[J]. International Atomic Energy Agency

(IAEA), Technical Meeting on Cyber Security, Idaho, 2016

TSANG C H, KWONG S. Multi-agent intrusion detection system in

industrial network using ant colony clustering approach and unsuper-

vised feature extraction[M]. 2016.

NSS E, FRINCKE D A, MCKINNON A D, et al. Configurable Mid-

[46

[47]

(48]

[49]

[50]

(511

[52]

[53]

[54]

[53]

[56]

[57

[58]

2017277-11

dleware-Level Intrusion Detection for Embedded Systems[C]/International
Workshop on Security in Distributed Computing Systems. IEEE
Computer Society, 2015:144-151.

BFoi. ARITAY Dok Mgt 2 2 HLHIITE[D]. Jbat: b atRHEER
%,2015.

LUO X Q. Research on Low-Cost Security Mechanism of Industrial
Wireless Network[D]. Beijing: University of Science and Technology
Beijing, 2015.

MOREIRA N, MOLINA E, LAZARO J, et al. Cyber-security in subs-
tation automation systems[J]. Renewable & Sustainable Energy Re-
views, 2016, 54:1552-1562.

BINOD V, DIMITRIOS M, HUSSEIN T M. Authentication and Au-
thorization Mechanisms for Substation Automation in Smart Grid
Network[J]. IEEE Network, 2013(1):5-11.

TSANG P P, SMITH S W. YASIR: a low-latency, high-integrity secu-
rity retrofit for legacy SCADA systems[C]//The 23rd International
Axiomatic Security Conference. Springer US, 2008: 445-459.
SOLOMAKHIN R, TSANG P, SMITH S. High security with low
latency in legacy SCADA systems[J]. Advances in Information &
Communication Technology, 2010, 342:63-79.

WEI D, LU Y, JAFARI M, et al. Protecting smart grid automation
systems against cyberattacks[J]. IEEE Transactions on Smart Grid,
2011,2(4):782-795.

PREMNATH A P,JO ] Y, KIM Y. Application of NTRU cryptographic
algorithm for SCADA security[C]//International Conference on In-
formation Technology. 2014: 341-346.

PATEL S C, BHATT G D, GRAHAM J H. Improving the cyber secu-
rity of SCADA communication networks[J]. Communications of the
ACM, 2009,52(7):139-142.

SABALIAUSKAITE G, MATHUR A P.Design of intelligent checkers
to enhance the security and safety of cyber physical systems[C]//The 38th
Annual International Computers, Software and Applications Confe-
rence Workshops, 2014:7-12.

HAO J P, PIECHOCKI R J, KALESHI D, et al.Sparse malicious false
data injection attacks and defense mechanisms in smart grids[J]. IEEE
Transactions on Industrial Informatics, 2015, 11(5):1198-1209.
SERE, AR, TR, A R R PR B R R SR S BOR
JEE]. ARG HBMK, 2015, 39(1):2-8.

XINY Z,SHIJ J, ZHOU ] Y, et al. Technology development trends of
smart grid dispatching and control systems[J]. Automation of Electric
Power Systems, 2015, 39(1):2-8.

Mok, Hg/Ef, BRBL 2 RE R A5 R e 4 B ox i ) R G A A7k
MR F S 5 N, 2012, 29(2):240-244.

CHEN LJ, MEI S W, CHEN Y. Smart grid information security and its
influence on power system survivability[J]. Control Theory & Appli-
cations, 2012, 29(2):240-244.

BN, ARLIAR, AR, AF. RGEATE R FORRE e M ok i
R JRTT i) — B JRE K A5 P 0 2 O B 23 A7 Jond v FEL /L) T
ML E R[], E HL T RE 4, 2012, 32(25):175-181.

ZENG M, LI HL, XUE S, et al. Key technologies of future smart grid

construction based on power system security: a view of blackout in



© 196 -

WG

1R

38 %

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

India and experience and enlightment to power industry in China[J].
Proceedings of the CSEE, 2012, 32(25):175-181.

TR, A, MR, A R AE A L2 A2 O % B A 5k
WEHEFI]. RO R SRR, 2014, 12(5):58-63.

DING G J, FAN B K, LAN H B, et al. Research on information secu-
rity threats and defense strategies for smart grid[J]. Electric Power ICT,
2014, 12(5):58-63.

X T HE, gRaR, AT R AR RS B e TSR], B RE
,2014, 12(4):56-60.

LIU X Y, ZHANG Q, LI Z M. A Survey on information security for
smart grid[J]. Electric Power ICT, 2014, 12(4):56-60.

KIS, A RE R IR 22 A B S AR R BTIE D). A1 S ik
BHKE, 2014,

ZHANG H P. Smart grid information security threats and defense
technology research[D]. Shijiazhuang: Hebei University of Science
and Technology, 2014.

LU Z, LU X, WANG W, et al. Review and evaluation of security
threats on the communication networks in the smart grid[C]//Proceed-
ings of IEEE Military Communications Conference, San Jose, 2010.
1830-1835.

LI H, MAO R, LAI L, et al. Compressed meter reading for de-
lay-sensitive and secure load report in smart grid[C]//Proceedings of
the 1st IEEE International Conference on Smart Grid Communications,
Gaithersburg. 2010: 114-119.

RIAL A, DANEZIS G Privacy-preserving smart metering[C]//In:
Proceedings of the 10th Annual ACM Workshop on Privacy in the
Electronic Society. 2011: 49-60.

RUJ S, NAYAK A. A decentralized security framework for data ag-
gregation and access control in smart grids[J]. IEEE Trans Ind Elec-
tron, 2013, 4: 196-205

ROTTONDI C, VERTICALE G, CAPONE A. Privacy-preserving
smart metering with multiple data consumers[J]. Computer Network,
2013, 57: 1699-1713

BIRMAN K, JELASITY M, KLEINBERG R, et al. Building a secure
and privacy-preserving smart grid[J]. ACM Special Interest Group
Operating Syst Rev, 2015, 49: 131-136

LI H, LAI L, QIU R C. Communication capacity requirement for
reliable and secure state estimation in smart grid[C]//Proceedings of
the 1st IEEE International Conference on Smart Grid Communications,
Gaithersburg. 2010: 191-196

K. AT AE PG R S ORBEEOR BESE[D]. b st k)
K2, 2013

ZHANG T. Research on theory and key technologies of trusted

[70]

(711

[72]

network in electric power industry control system[D]. Beijing: North
China Electric Power University,2013.

fEis, Mt ST ICRBAE IR fE Modbus/TCP BHXBTFE[I]. 1Y)l
KR (CTRERMERR), 2017, 49(1):197-205.

ZHAN J, YANG J. Research on remote attestation-based trusted
Modbus/TCP protocol[J]. Advanced Engineering Sciences, 2017,
49(1): 197-205.

AR, Bl Bl TR E VS AL PR R G R A v
J7 ). A5 B5EH, 2015, 44(5):628-633.

SHAO C, ZHONG L G. Research of information security solutions of
industrial control system based on trusted computing[J]. Information
and Control,2015, 44(5):628-633.

B, FGR XPEERA KRR S D). Az, 2016,
42(4):481-494.

YUAN Y, WANG F Y. Blockchain: the state of the art and future
trends[J]. Acta Automatica Sinica, 2016, 42(4):481-494.

EEEN:

2017277-12

BE (19700 , B, HimEskA,
B, 2ZMET R2AHFT 0. 1A S,
TG T R R 515 B 24 B,

&R/t (1986-) , H, BREEMAN, =
N TTREE A, TR T Tk
P38l 0 2% 22 4 S PN e 4

FEM (1985-) , %, HINARKAN,
CENHE T OR2AYIN, I 1k R 2%
Lifg B4,



	24-170612-¯ł

